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Security Controls

SWIFT Customer Security Controls Framework
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Know and
Limit Access

Manage identities and segregate privileges

Detect anomalous activity to system or transaction
records
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Security Controls

SWIFT Customer Security Controls Framework
1. RestrictInternet access 1

-
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3 Secure Your Protect critical systems from general IT environment

Objectives Environment = T o e o w0

3. Reduce attack surface and vuinerabilties
4. Physically secure the environment

Kisiiang 5. Prevent compromise of credentials

8 Limit Access S—— il
e 6. Manage identities and segregate privileges
Principles 9 Sfrgse s

7 Detectanomalous activity to system or transaction

Detectand £ s

Respond

Plan for incident response and information sharing
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Application Policy — Key Questions
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Critical Apps

Finance/billing; critical
systems (e.g. EPIC; SWIFT;
SCADA; etc)

Critical Data

Data repositories:
Databases; fileshares; etc

Critical IT Systems

Active Directory; Domain

Controllers; DNS; NMS; etc
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Users

Internal or external users;
grouped by access

External apps

Third party systems; other
apps in the environment

Vulnerable systems

Vulnerable
communications;
unpatched / old systems
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Application Protection — Key Questions
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Physical Virtual Multi-Cloud

3rd Party Policy
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3rd Party
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Automation, policy
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